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An overview of current state-of-play in respect to combat against money laundering and terrorism
financing in the Republic of North Macedonia and the European Union: strategic framework, legal
regulation, institutional competences, methods and tools;
An evaluation of implementation track record and efficiency in the combat against money laundering
and terrorism financing: assessment and analysis of documents and reports from domestic
institutions, primarily the Financial Intelligence Office, and from international institutions and
organizations (European Commission, MONEYVAL, Egmont, FATF, etc.);
Identification of key challenges, current changes and creation of guidelines for improvements and
preparations for alignment of methods for combating money laundering and terrorism financing with
proposed changes/novelties at EU level.

Proper performance of institutions responsible to enforce the law and combat financial crime is of crucial
importance for the state’s financial stability and the financial system’s security and protection. Preventing
and combating money laundering and terrorism financing are complex tasks and must closely follow
current trends and developments in the country, as well as the international environment. First of all,
legislation in effect must provide adequate legal grounds for implementation of efficient measures,
activities and tools used by institutions to prevent and combat these phenomena. Having in mind the
transnational nature of these phenomena, efficiency of legislation and functionality of institutions in one
country affect the performance in this field of other countries. This is best represented by the example of
the European Union. Hence, EU rules on combating crime and protecting its financial system must be
efficiently and adherently implemented and monitored in all member-states, and they are applicable in
candidate countries that have already established close relations with the Union. Recently, the EU raised
initiatives and opened discussions about the new legislative package intended to implement commitments
under the Action Plan for Comprehensive Union Policy on Preventing Money Laundering and Terrorism
Financing, adopted by the Commission on 7 May 2020.
This policy brief on developing effective tools for prevention and fight against money laundering and
terrorism financing in line with EU legal framework concerns development of efficient tools to prevent
and combat money laundering and terrorism financing on the account of interconnectivity between these
two crimes, their close relations, and joint approach to addressing them. On 20 July 2021, the European
Commission presented its ambitious package of legal solutions aimed to enhance EU rules on combating
money laundering and terrorism financing, which includes a proposal for creation of a new EU anti-money
laundering authority. The purpose of this package is to improve detection of suspicious transactions and
activities and to close loopholes used by criminals to launder illegal proceeds and finance terrorist
activities through the legal financial system, by using new technology innovation (cryptocurrencies, better
integrated financial movements on the single market, and global nature of terrorist organizations).
According to the EU Security Union Strategy 2020-2025, enhanced EU framework on anti-money
laundering and terrorism financing will help protect EU citizens from terrorism and organized crime. These
proposals will create a more consistent framework that facilitates compliance among operators that are
subject of anti-money laundering and terrorism financing rules, especially those engaging in cross-border
activities.

Executive Summary

The policy brief on developing effective tools for prevention and fight against money laundering and
terrorism financing in line with EU legal framework provides an overview and analysis of strategic, legal
and institutional framework in the Republic of North Macedonia and the European Union, description and
analysis of newly proposed initiatives and changes at EU level, and identifies areas in which the country
will have to prepare for alignment and implementation of these novelties as part of its EU accession
process. More specifically, the policy briefs offers:
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Money laundering and terrorism financing are international problems, posing a serious threat to the
financial system and its institutions, and undermining the real economy and public safety. Combat against
money laundering and terrorism financing is an issue of global interest that requires coordinated and
cooperative action by broad spectrum of institutions.
In general, money laundering is a method used by criminals to conceal illegal origin of their wealth and to
protect their funds, avoiding to raise suspicion with law enforcement bodies and leaving incriminating
evidence traces.
Terrorists and terrorist organizations are dependent on funds to sustain their operations and carry out acts
of terror. They receive money from a broad spectrum of legal and illegal sources. While terrorists are not
preoccupied with concealing money origins, they engage in concealing destination of such funds and the
purpose for which they are raised. For that purpose, they use techniques that are same or similar to those
employed by money launderers.
The ability to prevent and detect money laundering is a highly effective means for identifying criminals and
terrorists. It is also used to detect activities performed for fundraising. Use of intelligence and investigative
techniques to monitor and detect this type of financing could be an efficient method for detection and
prevention of activities carried out by terrorists and terrorist organizations.
Macedonian criminal law incriminates money laundering as a specific criminal offence titled “money
laundering and other criminal proceeds” (Art. 273 of the Criminal Code, Chapter on Crimes against Public
Finance, Financial Transactions and Economy). Terrorism financing was incriminated in 2008 and defined
as separate criminal offence under Article 394-a of the Criminal Code, Chapter on Crimes against Public
Order.
Both criminal offences are interlinked and imply particular interaction between them. Benefits from money
laundering are enormous both for criminals and terrorist organizations. Techniques used to launder money
are similar or same to those used to conceal the origins of funds for financing terrorism. It is important for
terrorists to cover the use of funds in order to prevent disclosure of financing activities. Joint action
according to previously defined rules and standard procedures by competent authorities and entities
(financial institutions) that could be directly involved and abused for money laundering and terrorism
financing allows greater prudence and monitoring of all suspicious activities, and ensure timely response.
Having in mind international interconnectivity of financial systems and flows, effective cooperation and
innovative approaches to information exchange among relevant national institutions (financial intelligence
units) at international level and pursuant to established international standards are of great importance.
National systems for combating money laundering and terrorism financing would be insufficient and
purposeless unless mutual cooperation with international bodies is established. Hence, the international
community is increasing its efforts to encourage particular instruments and methods of international
cooperation for prevention of money laundering and terrorism financing, in order to make them more
efficient and justify their existence. This form of international cooperation implies mutual cooperation and
coordination and is receiving great attention on the account of significant results it has achieved.
International cooperation should be at the highest level, with acceptance of the basic principles of
cooperation and implementation of signed and ratified international treaties.

National strategic, legal and institutional framework for combating money laundering and
terrorism financing in the Republic of North Macedonia
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Introduction

The National Strategy for Fight against Money Laundering and Terrorism Financing 2021-2024 was
adopted in August 2021 with a view to enhance the system for prevention of money laundering and
terrorism financing in the Republic of North Macedonia and to address the need for continued and guided
dynamics of system improvements. To present, this is the fifth strategic document aimed at ranking
priorities and defining activities to promote the system for prevention of money laundering and terrorism
financing. The strategy covers a comprehensive set of activities, with obligations for implementation by all
relevant institutions and aimed to address identified weaknesses and shortcomings, and to further
promote the overall system.
In the Republic of North Macedonia, prevention of money laundering and terrorism financing is regulated
under the Law on Prevention of Money Laundering and Terrorism Financing. It establishes measures and
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and actions for detection and prevention of money laundering and terrorism financing to be implemented
by competent entities, as well as competences and tasks of the Financial Intelligence Office. This law is
aligned with 2015 EU Directive on the prevention of the use of the financial system for the purposes of
money laundering or terrorism financing (2015/849 EC).
In 2019, based on this law, the Government of the Republic of North Macedonia adopted a decision on
establishing the Council for Combating Money Laundering and Terrorism Financing. The Council’s work is
directed towards promotion of interinstitutional cooperation within the country[1] in line with objectives
defined under the law, coordination of activities for conducting national risk assessment and for promoting
and increasing efficiency of the system for prevention of money laundering and terrorism financing.
The Law on International Restrictive Measures was adopted according to recommendations provided by
MONEYVAL, aimed at improving the legal framework, ensuring precise regulation of conditions and
procedure for adopting, amending and terminating effect of restrictive measures related to prevention of
money laundering and terrorism financing. In particular, it regulates introduction, application and
termination of restrictive measures, competences of individual state administration bodies, coordination
and monitoring of restrictive measures, as well record-keeping on restrictive measures introduced and
implemented in the Republic of North Macedonia.
Established in March 2002, the Financial Intelligence Office operates as body within the Ministry of
Finance. In the course of years, this body has changed its title on two occasions, from Directorate for
Prevention of Money Laundering to Administration for Prevention of Money Laundering and Terrorism
Financing, and finally to its current name, i.e. Financial Intelligence Office. This institution has continuously
worked on enhancing its human resources and technical capacity, including expanded competences in
compliance with good practices at EU level. For the purpose of increasing coordination among all
institutions involved in the system for prevention of money laundering and terrorism financing, back in
2005 the Financial Intelligence Office initiated formation and later organized the work of the previously
referred Council for Combating Money Laundering and Terrorism Financing. The Financial Intelligence
Office operates according to annual work programs. Its 2021 work program enlist the following priorities:
collecting and analysing reports on suspicious transactions, conducting strategic analyses,
interinstitutional cooperation, supervision, strengthening human and technical capacity, etc. By pursuing
these priorities, the Office aims to contribute towards and support fight against money laundering,
terrorism financing and organized crime.
Membership in the Egmont Group since 2004 makes the Office equitable partner to financial intelligence
units from across the globe. Information in its possession that is of interest for other countries is shared in
timely and protected manner, while it request information of its particular interest. International and
regional cooperation, mutual exchange of information, exchange of experience in the field of prevention
and detection are particularly important factor for development and establishment of efficient and
functional national system for prevention of money laundering and terrorism financing.
The Republic of North Macedonia has a broad national legal framework for initiation and engagement in
international cooperation on criminal law matters. It has signed all international conventions for fight
against money laundering and terrorism financing and large number of regional and bilateral agreements
that provide solid basis for enhanced cooperation. International assistance in criminal legal matters is
pursued according to provisions from the Law on International Cooperation in Criminal Matters that covers
international legal assistance, transfer of criminal proceedings, extradition and enforcement of criminal
judgements, and transfer of convicted persons.
Particularly important in this respect is international police cooperation for information exchange with
INTERPOL, EUROPOL, ILECUs and SELEC, which also includes police inquiries. The country’s participation
in international organizations profiled in prevention of money laundering and terrorism financing (Egmont,
MONEYVAL, FATF) allow deepening of international cooperation and following international standards and
recent developments. This cooperation also concerns exchange of data and operational information, and
exchange of experience, cooperation with application of operational techniques for prevention and

6

[1] The Council is chaired by the Financial Intelligence Office’s Directors, and members thereof are high level management officers from
the Ministry of Interior, Ministry of Justice, Ministry of Finance, Public Prosecution Office against Organized Crime and Corruption, Financial
Police Office, Customs Administration, Public Revenue Office, National Bank of the Republic of Macedonia, Securities Commission, Agency
for Insurance Supervision, Agency for Supervision of Fully-Funded Pension Insurance, Postal Service Agency, and representatives from the
Bar Association, Notary Chamber, Institute of Chartered Auditors and Institute of Accountants and Chartered Accountants.
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repression, common standards of action, joint trainings, training programs, seminars, conferences,
development of manuals, etc.
Effectiveness of international cooperation cannot be assessed as there are no detailed statistical data on
requests for international legal assistance, especially because such data concern crimes like money
laundering and terrorism financing. Additional measures and activities are need to enhance human and
technical capacity of Macedonian institutions, especially of the Financial Intelligence Office, for the
purpose of engaging in formal and informal international cooperation.
With a view to ensure further alignment of national legislation with the EU acquis in the field of anti-money
laundering and terrorism financing, starting in November 2020 when development of the new law was first
announced, the Office implemented a series of preparatory activities, including involvement of foreign
experts for the purpose of incorporating EU good practices. More specifically, the new draft law aims to
ensure alignment with additional international standards, i.e. recommendations from the Financial Action
Task Force, and with the fifth EU Directive (2018) on the prevention of the use of the financial system for
the purposes of money laundering and terrorism financing (2018/843 EC). At the same time, this law
anticipates implementation of results from the national risk assessment for money laundering and
terrorism financing conducted for the purpose of identifying, assessing, understanding and addressing the
risk related to money laundering and terrorism financing, which is updated every four years.

7

Fight against money laundering and terrorism financing contributes to global security, financial system
integrity and sustainable growth. Legislation on the fight against money laundering and terrorism financing
in the European Union is designed to prevent abuse of the financial market for these purposes.
The European Commission conducts risk assessments to identify and address risks that impact the EU’s
internal market. In that, it promotes adoption of global solutions in response to these threats at
international level. The European Union has adopted a robust legislation on fight against money laundering
and terrorism financing, which contributes to these international efforts. The Commission ensures
effective enforcement of such legislation by checking transposition of the EU law and engaging in
consultations with established networks of competent authorities.
It is of crucial importance for the guardians of finance (banks and other entities) to apply measures for
prevention of money laundering and terrorism financing. Monitoring financial information has an important
preventive effect. The European Union has adopted its first anti-money laundering directive in 1990 in
order to prevent abuse of the financial system for money laundering. This directive stipulates that
obligated entities will apply due diligence with clients when entering business relations (i.e. identify and
confirm identity of their clients, monitor transactions and report suspicious transactions). This legislation is
continuously revised in order to mitigate risks related to money laundering and terrorism financing.
In 2015, the EU adopted a modernized legal framework that covers:

Fight against money laundering and terrorism financing in the European Union: current
state-of-play
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Directive (EU) 2015/849 on the prevention of the use of the financial system for the purpose of money
laundering and terrorism financing (Fourth Anti-Money Laundering Directive);
Regulation (EU) 2015/847 on information accompanying transfers of funds, which makes such
transfers more transparent and helps prosecution authorities to find terrorist and criminals.

Both instruments take into consideration FATF’s 2012 recommendations and provide further regulation for
large number of issues related to promotion of the highest standards for prevention of money laundering
and terrorism financing.
According to Article 9 of the Directive (EU) 2015/849, the Commission is authorized to identify third
countries with strategic deficiencies in their national regime for fight against money laundering and
financing terrorism that pose significant threats. The purpose is to protect the integrity of the EU’s financial
system.
On 26 June 2017, the European Commission published its first Supranational Risk Assessment Report that
assesses vulnerability of financial products and services to risks of money laundering and terrorism
financing, as required under the Fourth Anti-Money Laundering Directive.  This risk assessment is
envisaged as key tool to identify, analyse and address risks of money laundering and terrorism financing in
the EU. It aims to provide complete scanning of risks in all relevant areas, as well as recommendations for 
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Terrorists and criminals have demonstrated their ability for fast transfer of funds among different banks,
often in different countries, but the absence of timely access to financial information means that many
investigations reach impasse. Hence, there is clear need to strengthen cooperation among authorities
responsible for fight against terrorism and serious crimes where financial information is key component of
their investigations.
The Directive (EU) 2019/1153 improves use of financial information by allowing law enforcement bodies
direct access to information on identity of bank account holders contained in the national centralized
registries. Moreover, it provides an opportunity for law enforcement bodies to have access to certain
information held by national financial intelligence units (FIUs), including data on financial transactions, and
improves exchange of information among FIUs, and their access to information on law enforcement
necessary for performance of their tasks. These measures should accelerate criminal investigations and
allow authorities more efficient fight against cross-border crime.
Among others, services within the European Commission closely cooperate with EU supervisory authorities
in implementation of anti-money laundering and terrorism financing rules. Hence, the Joint Committee of
European Supervisory Authorities issues guidelines and opinions on combating money laundering and
terrorism financing to help national authorities understand regulatory expectations.
The complex issue of dealing with dirty money flows is not something new. Fight against money laundering
and terrorism financing is of vital importance for financial stability and security in Europe. Legislative gaps
in one member-state affect the EU as a whole. Therefore, EU rules on combating crime and protecting the
European financial system must be efficiently and adherently implemented and monitored. In that regard,
the EU legal and institutional anti money laundering framework also includes:

member-states, European supervision authorities and obligated parties to mitigate such risks. This risk
assessment supports member-states and obligated parties in conducting their risk assessments. On 24
July 2019, the Commission published its second Supranational Risk Assessment Report.
EU’s Fifth Anti Money Laundering Directive (Directive 2018/843) amending the Fourth Anti Money
Laundering Directive was published in the Official Journal of the European Union on 19 June 2018. EU
member-states are obliged to transpose this directive by 10 January 2020.
These changes introduced significant improvements in equipping the Union to prevent the use of its
financial system for money laundering and terrorism financing and are aimed at:

enhanced transparency by setting up publicly available registries of companies, trusts and other legal
arrangements;
enhanced authorizations for EU financial intelligence units and access to broad information for
performance of their tasks;
limiting anonymity in respect to virtual currencies and custodian wallet providers, but also for prepaid
cards;
expanded criteria for assessment of high-risk third countries and improved safeguards for financial
transactions to and from these countries;
establishing registries of central banking accounts or data retrieval systems in all member-states;
improving cooperation and information exchange among supervisory authorities for preventing money
laundering and among them and the European Central Bank.

Regulation on the mutual recognition of freezing orders and confiscation orders;
Directive on combating money laundering by criminal law;
Directive on laying down rules that facilitate use of financial and other information in combating
certain criminal offences;
European Public Prosecutor’s Office;
European System of Financial Supervision.[2]

 

[2]  The European System of Financial Supervision was introduced in 2010 as specific supervisory architecture comprised of three
supervisory bodies (European Banking Authority, European Securities and Markets Authority and European Insurance and Occupational
Pensions Authority) and European Systemic Risk Board.
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Ensuring efficiency and consistency under the EU anti-money laundering effort is of great importance.
Hence, the European Commission initiated and drafted the new legislative package to implement
commitments taken under the Action Plan for Comprehensive Union Policy on Preventing Money
Laundering and Terrorism Financing, which was adopted by the Commission on 7 May 2020.
On 20 July 2021, the European Commission presented the ambitious package of legislative proposals to
strengthen EU anti-money laundering and terrorism financing rules. This package is part of the
Commission’s commitment to protect EU citizens and the financial system against money laundering and
terrorism financing. Its purpose is to improve detection of suspicious transactions and activities and to
address gaps which criminals use to launder illegal proceeds or to finance terrorist activities through the
financial system. As indicated in the EU Security Union Strategy 2020-2025, enhancing the EU framework
on combating money laundering and terrorism financing will help in protecting EU citizens from terrorism
and organized crime.
To great extent, these measures improve the EU’s existing framework, having in mind the new challenges
related to technology advancement and innovation. They cover virtual currencies, better integrated
financial flows on the single market and global nature of terrorist organizations. The proposals will help
create a more consistent framework that facilitates compliance of operators subject to enforcing the rules
against money laundering and terrorism financing, especially for those targeting cross-border activities.
The package is comprised of four legislative proposals:

New tendencies in combating money laundering and terrorism financing in the European
Union

04

Regulation establishing new EU Authority for Anti-Money Laundering and Countering the Financing of
Terrorism;
Regulation on anti-money laundering and combating the financing of terrorism, containing directly
applicable rules, including in the areas of customer due diligence and beneficial ownership;
Sixth Directive on Anti-Money Laundering and Countering the Financing of Terrorism, replacing the
existing Directive 2015/849/EU (Fourth Anti-Money Laundering Directive as amended by the Fifth
Anti-Money Laundering Directive), containing provision that will be transposed into national law, such
as rules on national supervisors and financial intelligence units in member-states;
Revision of 2015 Regulation on transfers of funds to trace transfers of crypto-assets (Regulation
2015/847/EU).

The next step is discussion of the legislative package at the European Parliament and the Council. The
Commission hopes for fast legislative process. The Anti-Money Laundering Authority should be operational
by 2024 and start work on direct supervision later, i.e. after the directive is transposed and new rules are in
effect.
Main benefit from this legislative package is development of EU Single Anti-Money Laundering Rulebook
that is aligned with EU rules and covers, for example, more detailed rules on customer due diligence,
beneficial ownership and authorizations and tasks of supervisors and financial intelligence units (FIUs).
The existing national registries of bank accounts will be interconnected, allowing faster access for FIUs to
information on bank accounts and safes. Also, the European Commission will provide access to this system
for law enforcement bodies, thereby ensuring speedy financial investigations and recovery of funds in
cross-border cases. Access to financial information will be subject to firm guarantees as envisaged in the
Directive (EU) 2019/1153 on exchange of financial information.
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the scope of crypto-asset providers will be aligned with FATF and thereby expanded;
providers of group financing services, which are outside the scope of the Regulation (EU) 2020/1503;
addition of mortgage and consumer loan trustees, as well as mediators different from crediting or
financing institutions, in order to ensure a level playing field among operators providing same type of
services;
addition of operators involved on behalf of third countries in the context of residence schemes for
investors;
traders in goods are exempted (to present, these were obligated to report cash transactions in the
amount exceeding 10,000 euros), except for noble metal and stone dealers which, given the sector’s
exposure to risks of money laundering and terrorism financing, should continue to enforce anti money
laundering and terrorism financing requirements.

10

The scope of entities defined as obliged entities under the EU’s applicable legislation on anti-money
laundering and countering the financing of terrorism and subject to EU rules will be changed as follows:

The request for obligated entities to have an established policy on identification and assessment of risks
related to money laundering and terrorism financing they are facing, with an approach based on risks and
mitigation of such risks is founded on the current EU anti-money laundering and terrorism financing
legislation, but provides greater clarity of requirements. The obligated entities must take all measures to
ensure implementation of internal policies, controls and procedures, including appointment of special
compliance manager and provision of adequate training for authorized staff. The requirement for
appointment of compliance officer and their tasks and duties are further clarified. Elaboration is provided
in relation to requirements that concerns the groups in respect to being complemented with regulatory
technical standards with details about the minimum requirements, the role of parent companies that are
not obliged entities and terms and conditions under which other structures, such as networks and
partnerships, should enforce measures at the level of the entire group. The requirements applicable to
groups with franchise offices operating in third countries remain in effect.
More specific and detailed provisions are stipulated in respect to client identification and client verification.
Terms and conditions for use of electronic identification, as regulated under the Regulation (EU) 910/2014,
are further clarified. The Anti Money Laundering Authority is authorized and required to produce regulatory
technical standards for standard data sets on identification of natural persons and legal entities, which are
envisaged to include specific streamlined measures for client due diligence which obligated entities may
conduct in the case of lower risk situations as identified in the Supranational Risk Assessment Report to be
developed by the Commission.
Provisions from the current framework on anti-money laundering and terrorism financing require member-
states to create operationally independent FIUs at national level, to receive and analyse reports on
suspicious transactions and reports on suspicious activities by obligated entities; these existing provisions
include cooperation and exchange of information among FIUs, use and further dissemination of exchanged
information.
New provisions on FIUs concern:

clarifications on the financial analysis function of FIUs and their operational independence, their
resources and their security;
list of the minimum categories of information to which FIUs must have access;
provisions on information exchange between FIUs and other competent authorities, including an
obligation for provision of feedback on how the information was used;
clarifications on powers of FIUs to suspend transactions, which must be done within 48 hours of
receiving suspicious transaction or suspicious activity report and extension of such powers to suspend
the use of bank accounts in justified circumstances.

Additional details are laid down in respect to modalities for information exchange between FIUs, whereby
such exchanges must be done within the network of FIUs; while any exceptions to information which can
be exchanged must be notified to the Commission by member-states. AMLA should develop draft
implementing technical standards for harmonization of formats for information exchange; followed by
adoption of guidelines on the criteria to determine whether suspicious transaction or suspicious activity
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According to Article 81 of the proposed Regulation establishing the Authority for Anti Money Laundering
and Countering the Financing of Terrorism, the new EU authority will cooperate with third countries and
international organizations, which is important and of interest to the Republic of North Macedonia. Hence,
in order to achieve the objectives set out in the Regulation and without prejudice to respective
competences of member-states and the Union institutions, AMLA may develop contacts and enter into
administrative arrangements with anti-money laundering and terrorism financing authorities in third
countries that have regulatory, supervisory or FIU-related competences in the field of combating money
laundering and terrorism financing, as well as with international organizations and third country
administrations. Such arrangements will not create legal obligations in respect to the Union and its
member-states and will not prevent member-states and their competent authorities to enter bilateral
arrangements with those third countries. Furthermore, AMLA will be able to develop model administrative
arrangements in order to establish consistent, efficient and effective practices within the Union and to
strengthen international coordination and cooperation in combating money laundering and terrorism
financing. State authorities and FIUs must make maximum efforts to follow such model arrangements. In
the cases where interaction of several public authorities of the Union and FIUs with third-country
authorities concerns matters that fall within the scope of AMLA’s tasks, AMLA will have the leading role in
facilitating such interaction where necessary. This role of AMLA is without prejudice to regular interactions
by competent authorities with third-country authorities.

New EU Anti Money Laundering Authority (AMLA)

The essence of this legislative package is creation of new EU body that will transform supervision over
combating money laundering and terrorism financing in the EU and will strengthen cooperation among
financial intelligence units (FIUs). The new authority, i.e. Anti-Money Laundering Authority (AMLA) will
serve as central body for coordination of national authorities in order to ensure proper and adherent
enforcement of EU rules by the private sector. Also, AMLA will support FIUs to improve their analytical
capacity in respect to inadmissible flows and to make financial intelligence a key source for law
enforcement agencies.
In particular, AMLA:

4.1

report is of interest to FIUs in other member-states. FIUs will develop annual reports on their activities and
will provide feedback to obliged entities on use of these suspicious transaction/suspicious activity reports,
as well as feedback to customs authorities on information submitted to FIUS on amounts of cash
physically entering or leaving the Union. Another new provision clarifies the concept and joint analyses to
be conducted by FIUs and defines processes for their operation.

will create an EU integrated system for supervision over anti money laundering and combating the
financing of terrorism, based on joint methods of supervision and convergence of high supervision
standards;
will directly oversee some of the high-risk financing institutions operating in large number of member-
states or will request urgent action to address immediate risks;
will monitor and coordinate national supervisors responsible for other financing entities, and will
coordinate supervisors of non-financing entities;
will support cooperation between national financial intelligence units and will facilitate coordination
and joint analyses among them, for better detection of unlawful cross-border financial flows.

Combating money laundering and terrorism financing in the crypto sector4.2

According to information on the website of the National Bank of the Republic of North Macedonia, the
country does not have a generally accepted definition for crypto-assets and the current legal framework
does not recognize the term “crypto-assets”. In essence, crypto-assets are a specific type of non-
monetary assets, based on particular technologies, that are not issued and whose value is not guaranteed
by the central bank, do not represent money and their offer does not depend on economy and monetary
system needs. Crypto-assets have a digital form and are easilytransferred via internet from any smart
device. Crypto-assets are not recognized as legal means of payment in the Republic of North Macedonia,
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i.e. payment with crypto-assets is not allowed. The National Bank of the Republic of North Macedonia does
not have competences to regulate creation, possession or trade in crypto-assets, and does not have a
supervisory role in that respect.
Due to complexity and anonymity, transactions with crypto-assets are liable to higher risk of money
laundering and terrorism financing. Hence, banks are obliged to fully comply with relevant requirements
related to the foreign currency exchange regimes, but also with the regulations on prevention of money
laundering and terrorism financing. On the account of the risk of money laundering and terrorism financing,
there is increased risk of temporary or permanent blocking of certain platforms and of freeing digital
wallets of clients, as a result of measures taken by competent authorities for combating money laundering
and terrorism financing or competent authorities for investigating financial crimes. Also, financial
institutions may refuse to perform payment transactions related to investments in crypto-assets when
they have assessed that such transactions expose them or their clients to high risk of money laundering
and terrorism financing.
Relevant working group is formed within the Ministry of Finance and tasked with developing a report on
current state-of-play, future plans and proposed measures to regulate virtual assets and virtual assets
exchange service providers.
Several international organizations are working on setting standards for coordination of national laws and
regulations on combating money laundering relevant in the field of crypto-currencies (Campbell-Verduyn,
2018). In 2014, the United Nations Office on Drugs and Crime (UNODC) issued a detailed manual on
detection and investigation of the laundering of crime proceedings using virtual currencies, and together
with the Organization for Security and Cooperation in Europe (OSCE) delivers training to officers to
investigate money laundering using crypto currencies. In 2015, the International Organization of Securities
Commissions (IOSCO) formed the blockchain working group, while the Commonwealth called in a ten-
member working group on virtual currencies in a parallel effort to coordinate anti-money laundering
approaches. Similarly, Interpol and Europol established a joined partnership for coordination of police
action “against abuse of virtual currencies for criminal transactions and money laundering”.
Aimed at limiting potential for money laundering through crypto-currencies, FATF guidance relies on two
long-standing pillars of efforts for prevention of money laundering, as identified by scientists. First, FATF
suggests national authorities to establish “coordination mechanisms” for proactive sharing of information
in ways that promote deep understanding of money laundering risks within the crypto-currency
ecosystem. Second, the risk-based approach suggests that national authorities should target specific
“loops” that are probably in the frontline of money laundering and whose “activities cross path with the
regulated sovereign currency financial system”. Instead of individual crypto-currency users or producers,
FATF proposes the countries to regulate high-risk institutions for involvement in money laundering due to
“sending, receiving and storing” crypto-currencies. FATF’s 2015 Guidance indicates that exchanges should
be directed at better monitoring. Nevertheless, FATF calls for “due diligence on the part of clients when
establishing business relations or when engaging in (non-wire) temporary transactions by using secure,
independent source documents, data or information”.
At the moment, only specific categories of crypto-currency service providers are covered by the EU anti-
money laundering and terrorism financing rules. The proposed reforms will expand the scope of these
rules to cover the entire crypto sector, educating all service providers to take adequate actions towards
their clients. These changes will ensure full monitoring of crypto-currency transfer traces, such as bitcoins,
and will allow prevention and detection of their possible use for money laundering or terrorism financing.
Moreover, they will prohibit anonymous cryptocurrency wallets, ensuring full enforcement of EU anti-
money laundering and terrorism financing rules in the crypto sector.
Requirements under the new regulation also concern crypto-asset service provides when, irrespective of
the fact whether they are made in sovereign currency or crypto-currency, their transactions include: (a)
traditional wire transfers; or (b) crypto-asset transfers between two or more crypto-currency service
providers and another obligated entity (for example, between two crypto-currency service providers or
between crypto-currency service providers and another obligated entity, such as bank or another financing
institution). In the case of transactions that include crypto-asset transfers, all such transfers shall have the
same treatment as cross-border wire transfers, in compliance with FAFT Interpretative Note to
Recommendation 16, instead of being treated as domestic wire transfers, given the risks related to crypto-
asset service providers.
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EU limit of 10,000 euros on large cash payments

Large cash payments are an easy way for criminals to launder money, since it is very difficult to detect such
transactions. On that account, the European Commission proposed an EU-wide limit of 10,000 euros on
large cash payments. Hence, entities trading in goods or services may accept or make cash payments up to
the amount of 10,000 euros or equivalent in national or foreign currency, irrespectively of the fact whether
the transaction is made in one or several chain operations. EU member-states may determine lower limits
after consultations with the European Central Bank. Such lower limits should be reported to the
Commission within a deadline of three months after the measure is introduced at national level. Cash
limits lower than 10,000 euros that already exist in member-states will continue to be valid. The limit of
10,000 euros does not apply to:

payments between natural persons that do not act in professional capacity;

EU member-states ensure that adequate measures are implemented, including sanctions, against natural
persons or legal entities acting in professional capacity for which there are suspicions they have violated
the limit of 10,000 euros or the lower limit adopted by the concerned member-state. The total level of
sanctions is calculated pursuant to relevant provisions at national level in a manner that produces results
proportional to the gravity of the concerned violation, to effectively discourage further violation of that
type.
This limit at EU level is sufficiently high not to bring under question the euro as legal tender of payment and
recognizes the vital role of cash payments. Around two-thirds of EU member states already have limits in
place, but their amount varies. National limits below 10,000 euros may remain in effect. Limitations for
large cash flows make it difficult for criminal to launder dirty money. Moreover, provision of anonymous
crypto-asset wallets will be prohibited, just as anonymous bank accounts are already prohibited under the
EU anti-money laundering and terrorism financing rules.
In the Republic of North Macedonia, the Law on Prevention of Money Laundering and Terrorism Financing
prohibits cash payment for goods and services in the amount exceeding 2,000 euros in MKD countervalue
in the form of one or several chain transactions that are not made as wire transfers through banks, saving
houses or accounts of other institutions providing payment services. Moreover, financial institutions are
prohibited to establish or continue their business relations with shell banks and to initiate or continue
correspondence business relations with banks that are known to allow opening and operating accounts of
shell banks. At the same time, financial institutions are prohibited to open and keep anonymous accounts
and accounts that are assigned fictitious names. The law stipulates an obligation for entities to disclose
data, information and documents to the Financial Intelligence Office in the case of cash payments that
exceed the amount of 15,000 euros in MKD countervalue according to the middle exchange rate published
by the National Bank of the Republic of North Macedonia irrespective of the fact whether it is a matter of
single transaction or several evidently linked transactions. Such data, information and documents must be
disclosed in the form of report within a deadline of three working days after the concerned transaction is
performed.

payments or deposits made within premises of crediting institutions. In these cases, credit
institutions report payments or deposits above the limit to FIUs.

4.3

The originator’s crypto-asset service provider must ensure that crypto-asset transfers are accompanied by
the originator’s name, account number where such account exists and is used to process the transaction,
and address; as well as official ID document number, customer identification number, and date and place
of birth. Also, the originator’s crypto-asset service provider must ensure that crypto-asset transfers are
accompanied by the beneficiary’s name and account number where such account exists and is used to
process the transaction.
The beneficiary’s crypto-asset service provider must implement effective procedures to determine
whether information of the originator is included in, or follows, the crypto-asset transfer. The beneficiary’s
crypto asset service provider must also implement effective procedures including, where appropriate, ex-
post monitoring or real-time monitoring, in order to detect whether required information on the originator
or the beneficiary is missing.
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Money laundering is a global phenomenon that requires strong international cooperation, The European
Commission already closely cooperates with its international partners in combating circulation of dirty
money across the world. In the capacity of global supervisor over money laundering and terrorism
financing, FATF issues recommendations for the countries. Countries enlisted on FATF’s list will also be
featured on the EU’s list. In that, the EU will institute two lists, i.e. “black list” and “grey list”, reflecting the
one kept by FATF. After the list is published, the EU will apply measures proportionate to risks implied by
the concerned country. Also, the EU’s list may include countries that are not featured on FATF’s list but
represent threat for the EU’s financial system, based on autonomous assessment.
Third countries identified by the Commission in that manner will be subjected to two different sets of
consequences proportionate to the risk they pose to the Union’s financial system: (i) third countries subject
to country-specific enhanced due diligence measures; and (ii) third countries subject to all enhanced due
diligence measures and to additional country-specific countermeasures.
In principle, third countries “subject to a call for action” by FATF will be identified by the Commission as
high-risk third countries. Due to the persistent nature of serious strategic deficiencies in their framework
on combating money laundering and terrorism financing, all enhanced due diligence measures will apply to
them, as well as country-specific countermeasures to proportionately mitigate the threat.
Third countries with compliance weaknesses in their regime for combating money laundering and
terrorism financing, defined as “subject to increased monitoring” by FATF, will in principle be identified by
the Commission and subject to country-specific due diligence measures proportionate to the risks.
Also, the Commission may identify third countries that are not featured on FATF’s list but pose a specific
threat to the Union’s financial system that will be subject country-specific enhanced due diligence
measures or, where appropriate, to all enhanced due diligence measures and countermeasures. When
assessing the level of threat that comes from those third countries, the Commission may rely on AMLA
technical expertise.
Finally, AMLA will develop guidelines on money laundering and risks, trends and methods for terrorism
financing that are not country-specific, but emerge from geographic areas outside the Union and will
adequately advise obligated entities about the possibility for implementation of measures to mitigate such
risks.
This revised third country approach aims to provide effective mitigation of external threats to the Unions’
financial system and to proper functioning of the internal market, by implementing a coordinated approach
at EU level and ensuring greater granularity and proportionality in defining consequences arising from the
listing, on risk-sensitive basis.
Diversity of tools disposed by the European Commission and AMLA will allows the EU to keep the pace with
the fast and complex international surrounding of emerging risks.

Third country policy4.4

Prevention of financing proliferation of weapons for mass destruction

At the plenary session held from 21 to 23 October 2020, FATF issued new obligations for governments and
financial institutions in the world aimed at preventing the financing of proliferation of weapons of mass
destruction.[3] In that regard, both governments and financial institutions will have to identify, assess and
understand the specific risk from financing proliferation of such weapons (“proliferation financing risk”),
not only risks of money laundering and terrorism financing.

05

[3] According to the Resolution A/RES/32/84-B of the United Nations General Assembly, weapons of mass destruction include atomic explosive
weapons, radioactive material weapons, lethal chemical and biological weapons, and future weapons of similar or comparative characteristics.
FATF defines proliferation of weapons of mass destruction as transfer and export of nuclear, chemical or biological weapons, their means of
delivery and related materials. The issue of proliferation received international attention several years ago. A number of international
conventions provide for measures to detect and prohibit proliferation, especially with regard to nuclear materials (such as the Nuclear Non-
proliferation Treaty). However, these treaties do not consider the aspect of financing proliferation. In 2004, the UN Security Council issued
Resolution 1540, requiring states to put in place a number of measures in order to prevent the proliferation of nuclear, chemical or biological
weapons. Afterwards, in 2017 FATF started to consider the threats related to proliferation financing and its interconnection with terrorism and
terrorism financing.
Measures to be applied in order to disrupt proliferation financing are similar to measures applied to counter terrorism financing. Such measures
are included in Recommendation 7 of the revised 2012 FATF Recommendations. Hence, countries are required to implement UN Resolutions
concerning prevention, suppression, and disruption of proliferation of weapons of mass destruction and its financing Requirements under
Recommendation 7 mirror the provisions under Recommendations 6 which sets obligations in respect to UN Resolutions concerning terrorism
financing.
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proliferation financing risks assessment, adequate to the size and nature of the business;

regular updating of the proliferation financing risk assessment;

documenting the proliferation financing risk assessment separately from money laundering and
terrorism financing risk assessments, taking into account applicable national risk assessments;

establishing policies and procedures to manage and mitigate the specific risk of proliferation
financing.

providing information on risk assessment to authorities and self-regulatory bodies;

One of FATF’s most relevant decisions taken at this meeting concerned amending the International
Standards for Combating Money Laundering, Terrorism Financing and Proliferation (“FATF
Recommendations”), whereby countries and financial institutions should adequately address the
proliferation financing risk. Before these changes, countries and financial institutions were expected to
comply with international sanctions related to counterproliferation, but did not have specific obligations to
manage proliferation financing risk unless such risk was already subject of verification as part of ongoing
regimes for combating money laundering and terrorism financing. Consequently, many countries had failed
to adequately manage their proliferation financing risks, which ultimately undermines the overall efficiency
of FATF recommendations.
According to FATF, proliferation financing risk is potential violation of targeted financial sanctions adopted
by means of resolution of the United Nations Security Council, in order to address proliferation and
financing of weapons of mass destruction. For example, these sanctions include freezing assets of
countries or entities/persons involved in proliferation financing activities. Some countries have addressed
this risk as part of their anti-money laundering legislation. However, most countries have not adopted this
approach and have not specifically addressed proliferation financing risk in their national legislation. The
Republic of North Macedonia belongs to the second group of countries as its law on combating money
laundering and terrorism financing does not refer to this risk. In the aftermath of FATF changes, financial
institutions in these jurisdictions will have to take adequate steps to identify and manage the proliferation
financing risk.
New obligations of financial institutions related to proliferation financing risks include:

FATF Recommendations are not directly enforceable by financial institutions because individual member-
states need to integrate them in their respective regulatory and supervisory frameworks.
Proper understanding, assessment, management and mitigation of proliferation financing risks, as required
by the recent changes to FATF Recommendations, is a subtle task that calls for clear differentiation from
risk analysis applicable to money laundering and terrorism financing, especially in the case of countries
that have still not implemented specific controls for this risk.

D e v e l o p i n g  E f f e c t i v e  To o l s  f o r  P r e v e n t i o n  a n d  F i g h t  A g a i n s t  M o n e y  L a u n d e r i n g  a n d  Te r r o r i s m  F i n a n c i n g  i n  L i n e  W i t h  E U  L e g a l  F ra m e w o r k



16

Conclusions and future guidance

The era of globalization and open financial flows among countries give rise to numerous risks and threats.
Money laundering and terrorism financing are among risks which, on the account of security of individual
countries, the region and the world, must be detected and prevented in timely manner. The fight against
money laundering and terrorism financing in the era of global trade exchanges, services and transactions
must be pursued at international level, in order to ensure international cooperation and adequate response
by law enforcement bodies.
This is important and should be incorporated by the Republic of North Macedonia, having in mind its Euro-
Atlantic aspirations, i.e. its status as candidate country for EU membership. In the last two to three
decades, state financial systems, including the financial system in the Republic of North Macedonia, have
been significantly modernized and digitalized, allowing better quality and fast access to financial services.
Citizens and in-country business engage in financial transactions with citizen and business from other
countries, and therefore state institutions are obliged to protect them, but also other citizens, from
possible abuses, especially by preventing circulation of illegal money and use thereof to finance terrorist
activities.
Large number of services have different tasks and duties within the system for combating money
laundering and terrorism financing. Moreover, the prevention system includes strict rules for different
private sector entities that pose money laundering and terrorism financing risks. Detection of attempts for
performance of such illegal activities is both difficult and voluminous task - more efforts are made for
detection, there are better detection tools, whereas better coordination among them leads to faster
results.
The Republic of North Macedonia’s status as candidate country for EU membership and start of accession
negotiations imply alignment of national legislation with the EU acquis and incorporation of established
principles and standards in all spheres of interest for the EU. Among other, this means that rules and
standards for combating money laundering and financing terrorism adopted at EU level have to be applied
in the Republic of North Macedonia. Analysis of the national strategic, legal and institutional framework
provides the conclusion that they are largely aligned with EU rules, work methods and techniques.
Nevertheless, the work does not stop here. The area of finances, and thereby methods and techniques for
money laundering and even terrorism financing, are continuously changing and greatly depend on
innovativeness of criminals, giving rise to the need to closely follow new tendencies and initiatives at EU
level.
These include the rules to be established under the EU’s new legislative package. How does the Republic
of North Macedonia fit in this endeavour? Although the new rules will not be directly applicable to
candidate countries, they are of great significance and it is important for these to be implemented at
national level. Why? While the national financial intelligence body, i.e. Financial Intelligence Office (FIO)
will not be member of the EU’s new authority (AMLA), it is important to note that the national body will
have opportunity to establish joint cooperation in the field of information exchange, use of expertise and
access to methods and techniques under development. FIO must have the opportunity to enter
cooperation agreements and engage in exchange of data, information and documents with financial
intelligence units from other countries, but also with international organizations that work on combating
money laundering and terrorism financing. In that, it must ensure that such exchanges take place through
secure electronic international communication systems. At the same time, it is equally important to
introduce an obligation for appointment of authorized officers and for formation of anti-money laundering
and terrorism financing departments at entities (i.e. entities obliged to implement law-stipulated measures
and activities for detection and prevention of money laundering and terrorism financing), which provide
information to the Financial Intelligence Office of the Republic of North Macedonia.
Furthermore, it is important to the EU to establish two lists reflecting those of FATF: “black list” (countries
that do not cooperate with the international community and do not demonstrate sufficient interest in
combating money laundering and terrorism financing) and “grey list” (countries with serious risks that have
committed to improvement, including adoption of comprehensive action plan and intensive efforts
together with FATF and the international community). After these lists are published, the EU will
implement adequate measures proportionate to the risk imposed by individual countries. On the other
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Full and adherent enforcement of applicable legal framework through continuous work on
strengthening mutual communication and joint cooperation among competent institutions in respect
to existing sources of information (investigative, intelligence, military, diplomatic, financial and private
information);
Improved responsiveness on the part of financial sector institutions in respect to specific contribution
they could make in the fight against money laundering and terrorism financing;
Regular and detailed familiarization of financial institutions with their role and importance in reporting
suspicious transactions (identification, investigation and notification) related to money laundering and
terrorism financing activities;
Regular updates and additions to the list of indicators for detecting suspicious transactions;
Awareness raising among entities obligated to take measures and actions to prevent money
laundering and terrorism financing about risks related to work with non-residents from high-risk
countries;
Efficient supervision over application of measures for prevention of money laundering and terrorism
financing by improving cooperation, coordination and exchange of information in implementing
supervision by competent bodies;

 

hand, the EU will be able to add countries that pose threat to its financial system, based on autonomous
assessment. National authorities in the Republic of North Macedonia must pay due attention and closely
follow these lists, i.e. take adequate action given that threats identified by the EU are equally important for
the Republic of North Macedonia.
This effort will require advancement of the existing system for combating money laundering and terrorism
financing at national level in respect to assigning greater attention to origin of cash flows entering the
banking system, establishing the register of beneficial ownership, registry of accounts and safe deposit
boxes, establishing and keeping records and proactively monitoring activities of non-residents.
Domestic policy makers need to continuously follow novelties in the areas of interest and adequately react
by aligning the national strategic, legal and/or institutional framework with good practices based on
comparative experiences. This does not refer only to following and integrating legal solutions and
recommendations from international institutions, but also recommendations, proposals and conclusions
made by national executive government authorities, control and/or supervision bodies and national
councils and committees. National policies and institutional reaction for combating money laundering and
terrorism financing should be defined depending on threats, vulnerability and risk assessments. Standards
that should be taken into account by decision-makers, legislative and executive authorities in respect to
increasing the overall capacity for fight against money laundering and terrorism financing in strategic, legal,
institutional and human resource aspects are the following:

Regular, timely and fast exchange of information among relevant entities involved in the fight against
money laundering and terrorism financing and sharing information with criminal prosecution bodies
according to previously established protocols. In the cases where interinstitutional protocols are not in
place, they need to be developed as soon as possible;
Capacity building and awareness raising among non-profit organizations about risks and possible
abuses for the purpose of terrorism financing;
Establishment of solid human resource policy and objective and transparent process for recruitment
and professional advancement of staff at institutions responsible for combating money laundering and
terrorism financing;
Enhanced and expanded international cooperation among relevant bodies responsible for combating
money laundering and terrorism financing in the word, by means of adequate technical capacity for
timely and efficient international cooperation.

Having in mind that crypto-assets have become a reality and are used in the virtual space, and that these
impose a major risk of money laundering and terrorism financing, countries must adapt to the newly
emerged conditions. Notably, they must ensure control and supervision over crypto-asset service
providers, for example, by establishing, keeping and maintaining the register of such entities. National
financial intelligence unit. i.e. the Financial Intelligence Office of the Republic of North Macedonia must
have access to information to crypto-asset transfers, which should be provided by relevant service
providers.
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FATF recommendations on identifying and managing risks of financing proliferation of weapons of mass
destructions need to be implemented under the new legal solution in the Republic of North Macedonia. As
member of the global anti-terrorist coalition and supporter of anti-terrorist initiatives, the country must
introduce and implement this type of risk assessment and management by enhancing its capacity and by
stipulating obligation for entities to prevent use of such assets for the purpose of procurement and/or
proliferation of weapons of mass destruction.
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